do you see everything there is to see?

ENTITY EXTRACTION
VISUALIZATION (E2.0)

Entity extraction is the foundation for successful
search, analysis, and visualization solutions! Rocket
AeroText is that foundation. It is Entity Extraction 2.0

Technical Whitepaper

Estimates of 80% or higher of the “Collective Knowledge Pool” within an
organization is contained within Unstructured Information (text-based
documents). Emails, Analysis Reports, Field Observation Notes, Interviews;
for the most part unstructured text information. Making sense of that
information requires more than just the ability to search for a word within
it. To leverage this information the application of “meaning” is required.
The Rocket AeroText product suite provides a fast, agile information
extraction system for developing knowledge-based content analysis
applications. The technology excels at developing a core understanding of
content contained within unstructured text, such as emails and documents,
as well as an ability to reconcile automatically information cited across
multiple documents. Such a capability makes it suited for a variety of
applications, from counter-terrorism and law enforcement to business
intelligence and enterprise content management.

Arnold Villeneuve

6/24/2011

2010 — All Rights Reserved. Copyright Arnold Villeneuve



http://www.regenerativeintelligencesystems.com/
http://www.regenerativeintelligencesystems.com/
http://www.regenerativeintelligencesystems.com/
http://www.regenerativeintelligencesystems.com/
http://www.regenerativeintelligencesystems.com/
http://www.regenerativeintelligencesystems.com/

6/24/2011

ENTITY EXTRACTION VISUALIZATION (EZ2.0)

Entity extraction is the foundation for successful search, analysis, and
visualization solutions! Rocket AeroText is that foundation. It is Entity
Extraction 2.0
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CONCEPT OBJECTIVES:

As a test of our solution capabilities we were provided with one million telephone numbers. The
objective of the effort was to use the one million telephone numbers as input to search the
entire Internet to locate web sites that contained the any of the input telephone numbers. Once
a positive website hit was located our task was to download all the publically available files from
the web site for post semantic processing. The web site page files are all unstructured text files.
Once the website was downloaded we post processed it with AeroText Entity, Identity, and
Relationship extraction software. The results of this process were stored in a structured SQL
relational database. Now that the web site information was available in structured metadata
format we integrated it with Visual Analytics Clarity server for data discovery and insight
visualization.

The following is a description of the process and the results of our effort.

do you see everything there is to see?
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Phase 1: Input File of Telephone Numbers Re-Formatting

We were provided with a list of Telephone numbers (1 million of them) and asked to create a
solution that would use the input file of telephone numbers to locate web sites that contained
evidence of these telephone numbers.

The VAI Search Runner is demonstrated below. It takes the original telephone number in this
case and creates several different formats of it.

| |967-777011086.txt (L KB] | | <967-777011086.txt (L KB} | | (967)-777011086.bet (L KB} | | (967)777011086.bxt (1 KE)

Depending on the person or organization the telephone number displayed on the website may
use various formats and we wanted to ensure that we captured them all. When re-formatting is
done the total number of numbers to search becomes 4 million!
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Phase 2: Query the Search Engines

This is rather difficult to do when the input for the search query is 1 million telephone numbers
because the popular search engines limit you to the number of search queries you can perform
using their direct API. The other thing we discovered in this process is that the main web search
page searches the entire search provider index while the APl is very limited. That is to say that
one could search from the main search engine landing page and get a hit result whereas using
the API no hit result comes back for the same search query. Finally, major search engines limit
the number of queries you can do per minute via the API and block you if you exceed it. That’s a
moot point however given that the APl approach does not yield good results in the first place.
Thus special software had to be developed to access the entire search engine index while not
cut of while searching and then processing the results from a web page.

We ran through 17 different search engines in the process of creating the solution.

Here is an example of two Search Engines we search against from the telephone number input
file we were provided with. They have provided the most promising results and have allowed us
to have very good access without cutting us off.

B ST Ve Metc Conmed Ay 11 sucktacny - W Aareatas t $tudis Comuard Srumpt OUIN Wit
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Phase 3: Search Hit Result URLs

Here is a sample of the results we received.

Web queried for: 967-777040500

Maximum search results provided is 10, showing results for the following:

Title: Regional Meeting 21 to 23-04-09</a </h3

Subject:abcdefghijklmno p;1: menaregional meeting - 21-23 april - amman - jordan list
of participants : 2: mena regional meeting - 21-23 april 2009 - amman - jordan

Address:

http://www.theglobalfund.org/documents/regionalmeetings/jordan2009/List of Participants.
xls

In the following example we queried one number and got back two positive web site URL hit
results:

Web queried for: 967-777011086
Maximum search results provided is 10, showing results for the following:

Title: Center Manager, Business Heads, Administrators &amp; Sales Consultants ...</a </h3
Subject: Quick Tip: Make Sure the Seller is in Qatar by checking for a local phone number and
don&#39;t ever buy anything listed in $. Read Avoiding Scams and Fraud for more advice.
Address: http://www.gatarliving.com/node/30714

Title: @+@-U, @§U,P£0'V...080,, U...0'Ut @§U, BudsUt@’ US@ed @+@' ¢~ @'U,3§@- 60
...</a </h3

Subject: P2@"@+@' P+@-U, B8V, B80'V...05U, P§U,U...0'¢+0"0R U...4'Ut @§U, BudsUt@’
U,8'0, 880 60 @@§U, U U...UT U...0+@9N0%. @§U, UG U, @§U, UfU, U"USAE! PUSPH«
@2U,0"U... 35U, US #8U, @80t 4 ...

Address: http://abusaad.ws/archives/1368

Search Results Hit Table

The following is a small sample of actual telephone numbers we were given to search out across
the Internet to look for web sites that contained the numbers provided.

Telephone Number Web Site Full Web Site URL

967-771201430 http://rashad.maktoobblog.com/ http:/rashad.maktoobblog.com/about-g-a-g-h/

967-777005620 http://www.der.gov.ye/ http://www.der.gov.ye/

967-777008060 http://gisbasalama.blogspot.com/ http://gisbasalama.blogspot.com/feeds/posts/default?orderby=updated

2010 All Right Reserved. Copyright Arnold Villeneuve 5



http://www.theglobalfund.org/documents/regionalmeetings/jordan2009/List_of_Participants.xls
http://www.theglobalfund.org/documents/regionalmeetings/jordan2009/List_of_Participants.xls
http://www.qatarliving.com/node/30714
http://abusaad.ws/archives/1368
http://rashad.maktoobblog.com/
http://rashad.maktoobblog.com/about-g-a-g-h/
http://www.der.gov.ye/
http://www.der.gov.ye/
http://gisbasalama.blogspot.com/
http://gisbasalama.blogspot.com/feeds/posts/default?orderby=updated

967-777009011

http://embassy-finder.com/

6/24/2011

http://embassy-finder.com/singapore in abu-dhabi united-arab-emirates?page=2

967-777009416

3
39
3
]

http://www.iana.org/

http://www.iana.org/domains/root/db/ye.html

967-777009486

http://www.iana.org/

http://www.iana.org/root-whois/ye.htm

http://www.101domain.com/whois-ye.php

http://whois.smartweb.cz/en/domain/ve/

967-777011086

3
-
-
-

http://www.qatarliving.com/

http://www.qatarliving.com/node/30714

http://abusaad.ws/archives/1368

967-777011929

http://en.yoxls.net/

http://en.yoxls.net/mohamed-hotmail-com-ceo-yemen-xls.html

967-777040098

http://www.eng.ust.edu.ye/

http://www.eng.ust.edu.ye/Resume/mnasser.pdf

967-777040500

-
-
-

http://www.theglobalfund.o

http://www.theglobalfund.org/documents/regionalmeetings/jordan2009/List of Participants.

967-777227855

http://www.trading-mall.com/

http://www.trading-mall.com/aar-98.html

967-777233303

http://en.shac.gov.cn/

http://www.global-buyers.info/

http://en.shac.gov.cn/bs/buy/200905/t20090521 1244547.htm

http://www.global-buyers.info/buying-leads/buyers-detail.asp?buyerid=9984
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Phase 4: Download the Web Site

We first reviewed the returned websites manually in order to ensure that there was some
perceived intelligence value in the returned URL. We used a web whacking software tool to
download all publically available files from the discovered web sites.

Wi webWhacker - WebWhacker

File Edit URL Wiew Tools Help

= | 4+ @8 » £ Q& m

Up Add  PageCopy ‘Whack  Fenew Search Stop

- webwhacker

[+ Abusaad

- [f= aliazecra

- [f® argentura

- Brts

- ashad.makkoobblog

% Business

- [ Computers

- Counter-terrorism

- [f® e-ariana

[ Education

[+ eng.ust.edu

% Entertainment

[ Financial

- GlobalFund

- [ Government

- % Hobbies

[-[f= HomelandSecuritylS

= Internet

% Kavkazcenter

- [f% Kids

[+ mohamed-hotrmail

[ OSINT

-l Qatar Living | Everything vou need ta know about living in Qatar

2] hittpef ., gatarliving . commiscijquery js?T

i &2y hikp:f pensna, qatarliving. comjmisc/dropal js?T

We then copied the downloaded web site URL files to a folder for post processing by the
AeroText entity extraction software.
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Phase 5: AeroText Based Semantic Post Processing of
Unstructured Text

We selected AeroText from Rocket Software as the “Best Of Breed” entity extraction software
tool. In addition to standard entity extraction the unique feature that AeroText has is that it will
also create Identity and MergedRelation metadata of unstructured text. In our view it is the best
software for entity extraction from unstructured text files that facilitates the creation of
structured metadata content for further insight analysis. AeroText has a variety of tools to
create knowledge specific domain analysis of unstructured text content. AeroText also supports
entity extraction of different languages.

Building a Domain Specific Knowledge Base to Process Unstructured Text

Domain Knowledge
Expert Engineer [ peroText Server

% -& ol Applications

Knowledge
1 I / Base Engine e » Text
conient
Integrated d i)

Development
Environment Knowledge
/ Baso
Knowledge /
Base

COmplhr Core | Domain

AeroText provides the following features:

Features and Benefits

Text Processing Capabilities Versatile Systems Architecture Knowledge Base Development
a Location normalization to GIS

I ; Sy
- Wulinguai extacton sllsssccmmadnaesymil
» BilockFinder™ Product patented table PRl rgnde o desin = Non-programming methodology
processing ac :MM obgg s Visual integrated development environment
= Named entity recognition ¥ y s Knowledge encoded by example
s Apphication independent
a Entity association S i 4 s Automated knowdedge acguisition
= Powerful linguistic analysis engine
= Entity co-reference dog el ard oA Baa s Knowledge base wizards
resolution )..p = Automatic knowledge base performance analysis
" analysis : J :
s Grammatical phrase recognition n Built-in benchmarking and regression test
; s Cross-document processing >
= Event extraction mechanism
: G an OS support (Windows, Solaris,
= Topic categorization etc.)
» Temporal reasoning ’

The following diagram shows the process from entity extraction to visualization.

2010 All Right Reserved. Copyright Arnold Villeneuve 90




6/24/2011

Data Visualization and Insight Discovery
Unstructured ,_
Content - '
— v wow w
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e === Structured /
Content

Social Media

Search Results

AeroText

SQL DB
OUTPUT

INFORMATION
GATEWAY

T kﬁ

AeroText Entity Extraction Process Sequence

Data Flow for Processing of a Document While the specifics might vary depending upon input
and application, the data flow for processing a document, whether singly or one of a batch, will
likely consist of the following steps:

1.

A document is loaded and broken into paragraphs and sentences by the load sequence
(defined in the project properties). See the end of this chapter for more information on
load sequences (Segmentation.)

The processing sequence of choice is then run on the document. At this level of
processing, actions run rule bases. Each action in the processing sequence defines which
cache or parts of a cache will be given to the pattern matcher and which rule base will
be run against that cache. A cache is a container that can store one or more records. If
any caches are to be attached (i.e., pattern matching run against the contents of the
cache), they are specified in the action at this level. Information obtained during rule
matching is stored in a cache by the rule actions (see below).
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3. The activated rule bases consist of one or more packages. Packages are a collection of
rules, which are in turn comprised of constituents designed to match regions of text.
When all the required constituents successfully match, the rule then triggers an action.
This action (at a lower level of complexity than the ones which comprise the processing
sequence) then uses the matched region to create a new record in a results cache.

RunEntities

Euon all packages m
Entity RB

Is there
Another
Cmd?

Is there
Another
Action?

RunFustNaune

Yes

The above process can be accomplished within the AeroText Visual AT Explorer interface or the
automated runtime RIT application. The results of the processing can be output to CSV, XML,
and SQL database formats for further post processing and application integration.

The Run-time Integration Toolkit (RIT) provides a way for AeroText users to apply knowledge
bases to document sets. Knowledge bases are developed using the AeroText IDE and then
exported for use in RIT. RIT enables the rapid development of custom input sources and output
targets, isolating these elements from the processing tasks.

Once an AeroText Knowledge Base is built within the Visual AT Editor (used by the Knowledge
Engineer and Domain Expert) it is compiled and incorporated into the RIT application for
automated processing of selected unstructured content.

Building an Application

Assembling an application using the RIT consists of five high-level steps:

1. Using the AeroText IDE, develop a KB to extract the information relevant to the domain.

2. Import the KB from the development location using the RIT Configuration tool.
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3. Select one or more RIT Input Sources. If no existing Input Source provides the needed
functionality, develop a new one.

4. Select one or more RIT Output Targets. If no existing Output Target provides the needed
functionality, develop a new one.

5. Using the RIT Configuration tool, select and configure a KB, configure one or more input
sources, configure one or more output targets.

6. Run the RIT application using the RIT Project configured in step 4.

¥ RIT Configuration - project’,atsample66',atsample66.rrp*

File Tools Help
|02z T e ® ¥ 8

Runtime I Input Manager | Output Manager |

o—
a—
A—

& 2]

Knowledge Base

Marne: Iatsample
Processing Sequence; ILinksFuIIResnIutiu:un LI
Options

Each thread consumes an AeroText instance license,

Thread Count {max 163; |5 :I

Input Lirnit

lse this option to Force the RIT Application to stop after all input sources have been exhausted. Do nok use this
option if your configuration uses an input source that is continually updated.

[+ Enable Input Limit

Input Source (in this case the discovered website that was downloaded for post semantic
processing)
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Phase 6: SQL Database of Entity Meta Data

6/24/2011

The following screen shot reveals the level and quality of the entity extraction process. All of the
entity meta data discovered within the web site documents, documents that are unstructured

content, are now accessible via a structured format within a SQL database.

Web queried for: 967-777011086

T Y

B Bl v EIR R R 1 Bl WU o) [ o RN a0
AN : > @__, )

! . T T T R Y
(Cormt- S Wi T 5 Lt or SelectTopliioee cosmmas Loty SEER  oreve ﬂ
— A SELECT TOF 1000 [y key)
5 L Ootabooes -
3 L Srctawn Databaens -l Leegord a4l
W ) AmoTes_Cuos L920uwant_sdl
¥ 1§ Crem_Sumcle lregias a4
i rs [srcicy_vexci- 967.77701100¢
® f v feceiry tyaal
# () Whiesks 2059 11 ImrcaAry mtitypa)
# | VantarCunter Iermary_zeaael
3 {J Nioeeny Isestidansel
¥ |J Anyerbara LEpsALY, Eniel
SN Avad TOOR [RariAviaul (Mol (ALT PISSENE_ENTLTT
» ’ Ls o
# 1] Gobarand
# 1 Femlarmatatns
= 1 Quwtwg
L Ostabate Dvaywes
= L Tabse —
1§ L8 Sentens Tobles
§ 2] che RIT_AOCETTT P ENTITY
# 21 e AIT_ACEESS NITRET_ENTITY
W 1 dho JUT_SOORESS P _ENTITY
O e RIT_JOCSESI_URL_BNTITY
11 dhe JUT_GaTIvTS NIy
% ) e RIT_DFLDNO INITTY
= B
¥ ) dba RIT_PRCLITY_mmiry 1 ‘f.l
# 21 cho AIT_IM ENTITY 1 1
# 2 cbe RIT_WOMENTITY ENTITY 3 Rents |  Merrager
# 20 e ST PR ENTITE ) | -
W 21 dba AIT_CRG_ENTIT? ! . : I .
& 1 e AIT CHG_ITENTETY K RITAZE  aywbang coa\ VT by 22837 9 PROMEIM UMM <pe'ilh BT A1 € Soawite & ©
W1 21 dhe UIT_0MG OO al: x7 Quutangcoed 1O ey 28T TTADIINS PRONENM  (DOADAN <pohile BT 41 Tohar Thastcta 1) ¢
# 1 o RIT_08G_PUACT_LOCATIN T E NN sdabwgcoe AN by ZEE JTR0IND PONENS  NOWN  cpo-cb e O v Labes
4 21 o MIT_0MT_PLACE LOCATION_SPVN 4|4 KN geebegooen ANl XEN 70N FHOMENN  USPAOWN < porto Phiopre O varsmes Laer
B e TV S |5 OMIB0 qvebrpowddANie 286 708119 PHONENIM  USPOWN 450 b0 555 Db ot 5 S
4 71 che AIT_FER50N_DONTITY ile RONEE  asabrgooat DG by M) TS PHONERM  UMEMOWN i Pag oy fHore D ewokipme.
# 1 o RIT_FERSON | OCK1LE il IO Awbegoon 1NIBE by BT TTIIANS PHOMENUM  RRON gl was I Py 29¢ sdar vt
¥ T cha RIT_PERSON_CRG EMFLOWENT 3 |» NI JuwbingcoadBTR b XQ4 770010 PHONENM  UNANOW < B10129
# 2 e RIT_PERS0N 0O EMPICAMENT_S3aM Ll 2WII0NT  guwbigccen BT ISR MRS TN PVONEHM  LUEUOWK <t e ol 5 veling ad Ao
" g:;ﬂ-;ﬂmm 10 | 16 XOME  mbegce SN b ZE% {TADINS FRONENM  UMOIWIN ¥ you ok Sha o apply pleacs o
1 T o UIT_PR o pesoh AV Y M| 11 S avebengoond THES b 2322 TANMNG FHOMENM  USKMOWN B o ok e o appl ploees v
5 7 b AIT_FIRSON FERTON TAMLS S5W0 )| 11 BNRNL aebegooeh NS b 283 77NN PHONENIM  LNRMOWN ¥y it bt b gl photoe o
#1 1 dto MIT_MEASON LY LOCATION (] 17 BTN avebegoonn B e 200 TTIOMINS PHONENUM UKD (e TSR0 8 e
& ] che RUT_EASOR FUACE JOCATIOM SN (M| W PTEDE Mool IIUERI e 9 TIONNTS PHOMENUM RN (e Cantact st /> W04 Javw Bing |
: g“"‘"-""“’k—““" (18] 1= PR Geehwgce IR I, 29T TITINS PMONENUM  UMKMOWN  <peCantact <te /> W e Sorg |
dhe FIT_PHOMCMUN_STITY :
£ =) b AIT_PUNE SNTTTY 6 | 1% SN quaiergcond IXOME b 248 WS PIONINM  USEAOWK < poven had @ vesy goad e & one
W 3 che T _PLACE TENTITY nwlv DINNAN)  gewhergcoeh 13748 b T4 IS PHOMENUM  UMEMOWN b /5 My eatact et x 5004
& (] e RIT_PLAcT LOCNS 1 ] 1h SN qdmbwgco Bl 34 e PROMENOM  UnuOuN 532.5472| Qe Livng
M T dbadur_mace vl R NN gyebegoes |00y 16 TTAMNS PHOMENOM  LNOWN 59 5402
# (2 e RIT_TINESNTITY o] ‘ - 5
4 T3 e MIT_VESECLE_ENTITY 2| - v T
“l > Z | ofT @ Sy weded el { L et 00000 | 90 e
Sty [ e m

2010 All Right Reserved. Copyright Arnold Villeneuve

14©




6/24/2011

Phase 7: Data Discovery and Insight Visualization with Visual
Analytics

The following are some examples of what we discovered along the way as a result of finding
web sites that contained telephone numbers of interest.

In this example we started with phone number 974-455-2111 and we found the document that
contained the number. This document was downloaded from a website identified during our
Visual Search Runner process. We then extended the search to find other telephone numbers
within the same document. We then extended the search to identify other entities within the
document. This is basic Entity Extraction, Data Discovery, and Insight Visualization at a
fundamental level.
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In the following example we started with a telephone number and found all of the documents
from the downloaded Kavkaz Center website, a web site that was identified as having a positive
search hit on one of the telephone numbers we were interested in. From the initial telephone
number we located all of the documents that contained the same telephone number. From
there we continued to walk the data from those documents to discovery what other entities
existed within them.
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In the following example we start with another initial telephone number of interest and then
expand it out related document in order to discover other telephone numbers and eventually
more documents of interest.
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In the following example we demonstrate how the original unstructured text can be leveraged
to find locations information and present it through a geographic based search facility.
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In the case of Deterministic the Analyst already has an idea of what they are looking for. The
above examples demonstrate a Deterministic approach because we start with a Telephone
Number we know about and begin the search process with this number and expand it out from

there.

Each of the above examples serves to develop insight within a single web site database

download. In the next example we will demonstrate the real power of Visual Analytics and that
is to provide an Analyst with some insight. In our view there are two ways to perform research:

- Deterministic
- Discovery
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